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» What is an Online Social Network (OSN)?
» When did they emerge!

» Privacy issues in OSNs

» Why is it important to analyze!?
» What are the challenges?

» Demo

» Take aways...
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What is Online Social Network (OSN)?

» When a computer network connects people or
organizations. it is called OSN.
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When did it emerge?

1997 SixDegrees.com

&

1998

1999 Live Journal Asia Avenue Black Planet

> - >

2000 Lunarstorm MiGente SixDegrees - closes!
2001 Cyworid Ryze
2002 Fotolog Friendster Skyblog
2003 Couchsurfing Linkedin MySpace Tribe.net Last.FM HiS
Flickr, Piczo, Mixi, Facebook (Harvard)
2004 Orkut, Dogster l Multiply, a SmallWorld Dogebali, Care2 Catster Hyves
2005 vyahoo 380 YouTube, Xanga Cyworld Bebo Facebook (High School) Ning Asian Ave

¢ ¢ +—& ¢ ¢ ¢

2006 Facebook (work)Windows Live Cyworid (US)  Twitter MyChurch, Facebook (Everyone)
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Why do “we” generally use OSNs?

» To keep in touch with our friends

» To make new contacts

» To find people with similar interests and ideas

The Visible (1/8)
Social networking & fun
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: and PR

Figure 1 The Facebook Iceberg Model (Iceberg image © Ralph A. Clevenger/CORBIS)
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Privacy Issues in OSNs

» Is the personal data only used for marketing and
advertising ! No!

» ldentity theft (e.g., via social engineering)
» Use of personal data by third-parties

Have you ever seen advertisements of products you have
searched on Amazon before while browsing another web page!?

» Even stalking (if you share location information)
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I[s OSNs harmful at all?

» You can find a job (e.g., LinkedIn)

» You can talk to friends using VoIP cheaply (e.g., Skype)
» You can find your old friends (e.g., Facebook)

» Government can find out criminals through OSNs

A criminal, accused of bank fraud, started posting on
Facebook. Although his profile was private, his list of friends
was not, and through this vector, they eventually caught him.
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Default privacy settings in Facebook
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[s private really “private”?

» Sometimes private information can be inferred using
partially available data, so actually it may not always be the
case that what you set as private is actually private.

» OSN analysis techniques can be used to figure out some
private information.

Copyright -- Emrah Cem and Kamil Sarac



What does OSN analysis focus on?

» Finding patterns of relations among people, organizations,

states, etc.

Better Infrastructure
(for service providers)

OSN ANALYSIS
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What is inside OSN Analysis?
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Take aways

» Take some actions for your privacy

» OSNs are useful if you worry about your privacy,
otherwise it is risky.

» You can do OSN analysis to find out patterns that are not
easy to see.
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